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Algorithms: 
They are a set of instructions that perform a specific task, in input is taken by the algorithm 

and an output is produced. They are precise, well-defined and finite. If you follow an 

algorithm exactly you get your solution. They exist in everyday life e.g. a recipe or directions. 

Algorithms can be represented as flowcharts, pseudocode and structured English 

Table 1 

Pseudo Code Standard English Flow Charts 

An informal description of a 

program or algorithm 

Similar to pseudocode but 

symbols are written out e.g. 

ADD instead of + 

 

Intended for human 

reading, but still resembles 

a programming language 

Meant for people without 

technical understanding 

 

There is no syntax used   

Quick Sort: 
2, 5, 8, 10, 3, 7 

The middle and next one to the left is 8, this is called our pivot point. Compare numbers to 

the left and right of the pivot point. 2 and 5 are smaller than 8 so they don’t move. 3 and 7 

are smaller than 8 so they move before 8 

2, 5, 3, 7, 8, 10 

The pivot point is now 3 and so 5 will move after 3 because it is larger than it. 

2, 3, 5, 7, 8, 10 

Bubble Sort: 
It works by repeatedly stepping through a list, comparing each item with the following item 

and swapping them if necessary. 

Selection sort: 
It scans through the list and finds the smallest unsorted value then it is swapped 

with the element if the first position of the unsorted list. The yellow is the sorted list. 
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Linear Search: 
This is a search algorithm that finds a specific item within a larger group. It works by checking 

every single item in the list until you find the search item or fail to find it at all. When the item is 

found the position is returned to the user. It is a systematic, brute-force method which means 

the time it takes to complete depends where in the list it is. If it at the end of the list or not 

there at all then it can take a very long time. 

Binary Search: 
This continually divides your list by two, it must be fully 

ordered before using a binary search: 

 

 

 

 

 

 

 

 

BFS and DFS: 
These are graph search algorithms and is used to model the relationships between objects. 

The objects can be almost anything (called either nodes or vertices) and are connected by 

links called edges or arcs. 

Breadth First Search (BFS) Depth First Search (DFS) 

BFS works by visiting the nodes closest to the 

starting point first 

DFS explores as far into the graph as 

possible before backtracking to visit the 

previously unvisited nodes 

It explores all “neighbours” of the starting 

nodes, before proceeding to visit the nodes 

on the next level 

It works by moving down each branch as 

opposed to along each level like breadth 

first search. 
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Maximum / Minimum: 
 It works by iterating through an unordered list and stores the biggest and smallest value 

 

 

Mean: 

Sometimes just called the average it is where you add up all the numbers then divide by the 

number of numbers you have in the list. 

Count: 
Finds how many times a particular value exists in a list. 

  



9 
 

Data structures and values and algorithm efficiency: 
If the data is random and unsorted then the only option is linear search, which checks 

everything. You could sort the data as long as items are of a similar data type and then use a 

binary search. Maximising efficiency is all about minimising resource consumption. The 

efficiency is usually measured on terms of time and hoe much memory is requires. However 

faster algorithms are often the ones that use more memory. Factors that can affect the 

efficiency of algorithms is how well designed the data structures are and the software and 

hardware used. 

Decomposition: 
Breaking down the big problem into lots of little more manageable problems. Sub-problems 

should be able to be solved independently to each other. Different people can work on 

different sub-programs which can increase productivity. You might be able to compute the 

solution in parallel. However, the problem must be understood well, so that all the important 

components are included. It can be difficult to combine solutions at the end if at all. 

Coding: 

Readability – How easily the program code can be understood: 
Having readable code not only helps the programmer but also others looking at their code it 

can be improved with the following techniques: 

 Comments – These act as annotations that exist alongside active code, they should 

be able to explain what you intend to do. # you know! 

 Descriptive variable names – The variable name is used to reference the value stored 

in the memory e.g. Score.  Can use under_scores or camelCase. 

 Indentation - A gap at the start of a line that is put in by the programmer – makes the 

program much more presentable and keeps constructs together. 

Types of error – an error is an occurrence of an unexpected result: 
 Logic - When the program runs without error but not as the programmer intended 

and leads to results different that intended – these are the hardest to detect and fix 

 Syntax – Where the programmer breaks the rules from the programming languages 

structure, like missing a colon: off 

 Runtime – Only occurs during or after program execution – Can be because the 

computer having no memory space or running an infinite loop so that it crashes. Like 

trying to use 9 bit slots when you only have 8. 

Test Plan – a document outlining the stages of the testing process: 
The purpose is to reveal and fix errors, it is tested in a way that simulates that of a user 

including valid and invalid inputs. Usually put into three categories normal, 

boundary/extreme (the highest accepted value) and erroneous (data that shouldn’t work in 

the program)  Formalises testing which you do naturally anyway.  
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Trace Tables – A method used to test for logic errors: 
They record the values of variables at different points in the program, allowing the 

programmer to see exactly where the logic error occurs.   

This example shows the trace table of an algorithm written in pseudocode: 

 

 

 

 

 

 

 

 

 

Here is another example using assembly code: 

 

 

 

 

 

 

 

 

The trace table steps: 

 

 

 

 

 

 

 

 

IDE’s and Debugging: 
An integrated development 

environment (IDE) is an 

application that provides selection tools for programmers allowing them to code using 
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additional tools all in one place. They usually have debugging tools built in - Debugging is the 

process of finding and removing bugs. 

They contain: 

 A watcher – a tool that watches anything specified by the programmer e.g. 

variables. The variables can be consistently inspected as the program executes. 

 Breakpoints – allows the programmer to halt the programs execution at specified 

points. The breakpoints are inserted onto the code by the programmer to test a 

specific part of the code or inspect the state of the program at that point. 

 Steps – Stepping is the process of executing the program line by line. This tool will 

often be used when the program is paused after a breakpoint ant then the 

programmer can continue the execution at their own pace. Single step is where the 

next line of code is executed. Step through is where the program executes line by line 

until a specific point e.g. where the cursor is. 

Data types and structures: 
Data Type Meaning Example 

Integer Any whole number 8, 35 

Real/float Numbers with a decimal 

point and a fractional part 

2.0, 19.234 

Boolean One of two values Either True or False 

Character A letter, number or symbol in 

the given character set  

“h”, “6”, “$” 

String A sequence of character “hello world” 

Variables: 
A variable is a location in the memory containing data values, it is paired with an identifier is 

a unique name we give it. It can change during the programs execution.  

Constants: 
These are identifiers that stay fixed during the program execution. They should be literal to 

what the values mean and give you the ability to update the number easily so you don’t 

have to change the number of grams used in a recipe multiple times you could just declare 

the constant: flour=100 

The use of named constants can lead to optimisation too. 

Data structure – the conceptual arrangement of data: 
Different data structures enable data to be processed in different ways – they are designed 

and used for different purposes 

 Arrays: 

o A data structure that stores data under a single identifier name by index 

position 

o Usually have a fixed length, only contain elements of the same data type 

o Data can be accede by using array[2] to get the 3rd position in the array. 
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Constructs: 

Commands: 
Is like a sentence in natural languages and a command is like a verb, a command instructs 

the computer to do something specific. 

Conditionals: 
These statements evaluate to true or false, they perform different actions depending on if the 

condition is met e.g. an if statement – aka selection, or branching 

 

 

 

Control Constructs: 
Sequence – where each line follows the previous line 

Repetition – code is repeated, looped, until a specific condition is met 
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Input/Output shown as pseudocode: 
These transfer data to and from a computer: 

 Validation – Ensuring the data the user inputs I sensible and useable: 
For example when you want the user to enter in a number and they enter in a letter, without 

any validation it will cause the program to crash. With validation techniques using selection 

and repetition statements we can find these user error and print an appropriate error 

message and get them to try again without the user entering the wrong data. 

Presence Check – it checks that the data has actually been inputted 

Data type Check – this checks whether the data type entered is correct or not. 

Range check – this checks that the data inputted is within a set range 

Length checks – checks the length e.g. passwords that need to be a certain length. 
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User Interface – the space where interactions between humans and 

machines occur: 
GUI – Graphical user interfaces – interaction through graphical icons – i.e. Windows 

 

 

 

 

 

 

 

 

 

TUI – Textual user interfaces – interaction through command line interfaces – i.e DOS   

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjbn5OGpabUAhXBxRQKHVIgAdQQjRwIBw&url=https://en.wikipedia.org/wiki/FreeDOS&psig=AFQjCNHiqN9xx0oQf-cH4YIithHq3mlGSA&ust=1496737804346646
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Operators: 
Arithmetic operators take numerical values as the operands and 

produce a single numerical value.   

Relational Operators: 
These operators compare two operands to determine their 

relationship and evaluate to a Boolean value 

Boolean Operators: 
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Subprograms – A block of code that performs a specific task: 
They are units that are given names, the program calls their name in a statement causing 

them to be executed. Data can be passed into subprograms through parameters which are 

variables used for the input to the subprogram 

A function returns a value 

A procedures may or may not return a true value 

 

 

 

 

 

Built-in sub-programs: 
Users can define their own subprograms (user written) and make use of pre-existing 

subprograms; these include built in subprograms that are available to the programmer as 

soon as they start coding e.g. print, input etc. 

 

You can also make use of code libraries which are collection of additional sub-programs that 

tackle more complex tasks e.g. import in python allows the programmer to access these 

libraries. Import time, math, turtle etc 

 

We use pre-existing sub programs because they are already coded which saves time. They 

usually perform a function that would require specialised knowledge to code, which would 

make programming much harder if they weren’t available. 
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https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwidpfD-pabUAhVEUhQKHRZJC68QjRwIBw&url=https://www.webucator.com/how-to/how-convert-seconds-years-with-python.cfm&psig=AFQjCNFDKiCreUHciSpks3IsRKF72byf9w&ust=1496738072409416
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Benefits of sub-programs: 
You can reuse code by calling the subprogram when needed which reduces instances of 

duplicate code – saving time and reducing the margin for error. 

They are useful decomposition of a problem and can be used to divide the problem among 

several programmers 

Global variables: 
These are variables declared outside any subprogram, usually at the beginning of code that 

can be accessed from anywhere in the program, and not just in the sub routine that they 

were created. 

Local variables: 
Local variables can only be accessed within the sub routine in which they were created, 

they also prevent issues from arising from subprograms accidentally changing and accessing 

other parts of the program that they shouldn’t be (hence we don’t just make them all 

global!) 

Binary: 
All computers utilise transistors which are either turned on 1 or off 0.  All data used or stored is 

in the form of binary numbers turning transistors on and off, creating or closing pathways. 

Conversion: 
Create a table, double decimal numbers up starting right.  Enter binary number in, and add 

up all the slots turned on (1) 

16 8 4 2 1 

1 0 0 1 1 

 

10011 = 19 

 

Addition: 
0 1 0 1 

0 1 1 0 

1 0 1 1 

Where there are 2 1s, carry one over to the next column and enter a 0.  Where there are 3 1s, 

carry one over and enter a 1. Check your answers by converting to decimal. 

 

 

Subtraction: 
When taking away remember to borrow two from the column instead rather than just 1 bit: 

  



18 
 

Multiplication: 
 

 

 

 

 

 

Works in exactly the same way as for 

decimals. 

Signed Binary: 

This is to represent negative numbers: 

Sign and magnitude: 

The furthest bit on the left is called the most significant bit which is what we use to represent 

the sign. 0 = positive. 1 = Negative 

 

Twos compliment: 

This is the most commonly used signed number representation. 

First invert all of the bits and then add one using binary addition: 
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Hexadecimal: 

It is a base 16 numbers :  

Long streams of bits are difficult to understand and even more difficult 

to remember and type! So hexadecimal is used as a way to shorten 

them. 

1 hexadecimal notation represents a pattern of four bits with a sigle hex 

digit: 

 

 

Denary to hexadecimal: 

Each column in the table is 160 = 1 then 161 = 16 and so on. First write the 

heading of the table. 1 and 16. Then see how many times 16 goes into 

31. It goes in one time remainder 15 which is F so 1F16 

This is the same with the other example 

Hexadecimal to denary: 

First write the column headings the same way as before and put the base 10 number as 

shown above. Then times the column header with the number below it, then the second 

column with the number below it and then add the two numbers to get the answer. 

Binary to hexadecimal: 

Split the hex number into nibbles and work out each nibble in binary to get the whole 

number and vice versa. 
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Data representation: 

Representing Real numbers: 
These are numbers that have an integer part and a fractional part: 

Floating point and fixed points: 

Fixed point and floating points are two methods for representing real numbers 

In fixed point, the binary point cannot move, whereas in floating point it can move position 

Floating point numbers consist of a mantissa part and an exponent part 

Floating point allows a much larger range of values to be represented with the same number 

of bits as a fixed point would. But the fixed-point calculations sue the same binary arithmetic 

as integers use, so hardware can be reused. This makes processing of fixed points faster than 

floating points.  

Representing Text: 
Characters are encoded with the use of character sets:   

Tis means that long strings of 0s and 1s can represent text  

In early days different porgrammers used different character sets   

which causes compatability issues and so ASCII was created 

American Standard Code for Information Interchange 

The ASCII character set represents characters with 8 bits each which allows for 256 

characters. However 256 characters is not sufficient to represent all possible characters, so a 

new standard called Unicode was developed. 

Unicode used 16 bits for each character to represent 65,536 characters. 

Representing Images: 
A bitmap image is an image stored as an array of individual parts 

A pixel is an individual picture element, a gird is placed over the image and each square 

represents a pixel. The computer finds an average colour for each pixel and assigns it a 

binary value e.g. 0 for white or 1 for black. Colour is represented by multiple bits. The number 

of bits allocated to represent each pixel’s colour is called colour depth. 

Colour depth: 
The colour depth of an image is measured 

in bits. The number of bits indicates how 

many colours are available for each pixel. 
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Resolution: 
The resolution of an image is the detail it holds. It can be defined as the width x height of the 

image or the number of pixels per inch. When the resolution is increased the image becomes 

more detailed as there are more pixels 

Analogue and digital: 
Analogue signals are constantly 

changing and don’t have defined 

ranges and are represented as 

waves. 

Digital data form discrete values 

meaning they fall within defined 

ranges and can only take certain 

values.  

Inputs and outputs to a computer are 

often analogue but all processing is 

don’t in digital so conversion is 

needed. A device called an 

analogue-to-digital converter would 

perform this task. Sound temperature 

and light intensity are natural 

analogue signals.  

Digitalised sound: 
Sampling is the process of recording an analogue signal at regular intervals. This is usually 

done by taking a sample of the amplitude (height) of the signal. The sampling frequency is 

the average number of samples obtained per seconds and is measured in Hertz. The more 

frequent the samples the closer the digital version becomes the original analogue signal. But 

this requires more space. A lower sample rate will reduce the quality of the digital sound but 

have a lower file space. 
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Data storage and compression: 

Units: 
Bit is 1 or a 0 

Nibble = 4 bits 

Byte = Eight Bits 

Kilobyte = 1024 bytes (210 bytes) 

Megabyte = 1024 kilobytes (220 bytes) 

Gigabyte = 1024 megabytes (230 bytes) 

Terabyte = 1024 gigabytes (2440 bytes) 

How many bytes are there in 34MB? 34x220 = 35,651,584 bytes 

How many megabytes are there in 7TB? 7x240=mx220 

     m=7x240/220 = 7,340,032 MB 

Transfer rates: 

Data  

 

 

 

Compression: 
This is where the file size is reduced whilst retaining the (most!) underlying information. This is important 

for sending/receiving and storing data because fewer bits are needed to represent the original 

information. This can reduce transfer times and storage space. 

Lossy Compression: 
Some of the original data is removed – this reduces file size. It is mainly used for compressing audio 

video and images. After the file is decompressed the file isn’t the same as before. MP3 and JPEG are 

examples of lossy compression.  The (hardly noticeable) violin may be cut out of a music track.  Some 

shades of green might be cut out of a picture of a grassy field. 

Lossless Compression: 
Compresses data without losing any data so when it is the decompressed it is the same. This is not as 

effective as lossy compression as they only make storage more efficient. This is used for compressing 

text documents or source code as you need all the data and don’t want any of it to be lost.  Or if the 

image / photo needs to be top banana! 

RLE: 

This is an algorithm that replaces long sequences of repeated data by indicating what has been 

repeated and how many 

times it was repeated.  In 

Minecraft it might say grass 

blocks x30 rather than grass 

block, grass block, grass block 

thirty times:  
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Encryption: 
The process of making data secret so that only authorised views can decrypt and read the 

data, third parties cannot. It doesn’t prevent it from being intercepted but from being 

understood. 

The message can be decrypted because the receiver knows how it was encrypted initially. 

Encryption is to make the data secure during transmission and the encryption algorithm 

should scramble the data so it can’t be cracked easily. 

Encryption is needed to protect data. Online banking is encrypted to prevent theft and 

government details are secured to protect national security. It can also be used to verify the 

sender. 

 

Caesar cipher algorithm: 
One of the simplest forms and oldest forms of encryption. Named after Julius Caesar. Only 

one key can be used to decrypt and encrypt the data. It works by realigning the alphabet; 

substituting each letter in the plaintext with a letter further down the alphabet. Sometimes 

called a shift cipher as each letter becomes shifted by whatever the key is. However, as it is a 

systematic change is easy to crack/decrypt it. 

 

Databases: 
You can arrange data in a structured (organised, defined) or unstructured way (random) 

Structured data is easy for a computer to interact with as it is arranged in a precise layout, 

unstructured data has no set way for a computer to interact with it – it can’t be easily 

mapped by a computer into pre-defined fields. 

A database is a collection of information about people or things that is organised so that it 

can be easily accessed, managed and updated. E.g. Microsoft Access is a DBMS. A 

relational database consists of tables linked together with each other by key fields.  A vet 

would keep customer info in one table, and pet info in another, staff info in another etc. 

 Tables – two dimensional arrays, data is stored in rows and columns 

 Field – Single piece of data about an entity (title of the information like surname) 

 Records – A group of fields about a specific entity (Bob Bones, 8 Ball Lane, Coventry ) 

 Reports – Presentations of data from the database (usually the results of a query) 

 Queries – Questions made of the data, such as all the people with brown eyes, al l 

the records showing paid field as unpaid 

 Entity – An object/person about which data is stored (like Bob Bones) 
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Entity Relationships: 
Tables can be related in these ways. 

 

 A relationship is the link between entities: 

A table is a set of records and fields modelling an entity 

Multiple tables in relational model and can represent these entity relationships using key 

fields. 

Database Keys: 
Every table in a relational database should have a primary key column which has a unique 

value for each record in the table (like your exam number, or car reg). A primary key is a field 

that uniquely identifies a record. 

A field in one table that is a primary key in another table is called a foreign key. A field in one 

table that is a primary key in another table.  These are needed for linking tables so when you 

search, you can draw data from more than one table – like info on Bob Bones, and info on 

his pet dog. 
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SQL: 
Structured Query Language  - the language behind all the commands in a database.  Just 

like how HTML is the language behind web pages, and Python could be the language 

behind software.  Commands are always in caps. 

 

You could also have SELECT (name) FROM CustomerDetails WHERE name LIKE “c%” 

This would take any names that started with the letter C. 
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Computational models and machines 

Virtual Machines: 
A hardware machine is a physical component making up the system. 

A virtual machine is a program with the same 

functionality as a physical computer, its an 

emulation of a physical computer system. 

The user has the same experience using the virtual 

machine than if they were using the actual 

machine being emulated. 

A common use is to run operating systems within 

another operating system such as windows Vista in 

XP. This might be because an application is not 

available in the host OS or to protect the host 

machine. 

It can also be useful if you are doing anything 

potentially dangerous such as exploring malware, or trying something risky. You can make 

copies of a VM and back them up easily.  

Computational models: 
Sequential Parallel Multi-agent 

Algorithms execute 

from start to finish line 

by line 

Algorithms can be executed 

simultaneously on multiple 

processing devices. 

An agent is a program 

performing a small 

background task. In a multi-

agent system, each agent 

acts independently and in a 

decentralised way.  

 Each piece of the process can 

be combined to produce one 

final answer 

The use of systems like this 

include artificial inelegance 

Input-process-output model: 
This is a simple model that 

can describe a computer 

system.  A storage stage  

is often included, the 

feedback loop symbolises 

any output from one 

process being inputted 

again, potentially for a 

repeat or another 

process.  

Taking a selfie: 

Input = point and click! 

Processing = computer packages and sends to recipient 

Output = recipient opens the piccy 
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The CPU: 

RAM = Random Access Memory 
RAM or DRAM (dynamic memory) has a quick 

read/write times - its function is to load and open 

programs and the OS system data currently in use 

from the slower secondary storage so they can be 

accessed directly by the CPU. 

Remember LMC? Also see fetch, decode, execute 

cycle. 

Latency is the time delay between simulation and response 

– the time waiting for a response. 

ROM is read only memory – this memory can only be read 

and not changed or updated, this can be eused in small 

amounts in computers to store programs such as initial 

programs that run when the computer boots. Think BIOS! 

CPU: 
The cpu stands for central processing unit and is the circuitry in a computer that controls the 

data. 

Modern computers have multiple [processing units contained on one chip (multi core 

processors) 

The CPU contains 3 main parts: 

 The arithmetic logic unit – ALU – The circuits 

that perform the operations on data such as 

Boolean. 

 The registers – These are quick small stores of 

data within the cpu that temporarily hold 

data, addresses and instructions being 

manipulated by the processor. 

 The control unit – CU – this sis the circuitry coordinating the activities of the computer. 

Data in the form of bit patterns are transferred through a bus – taking data to different 

places, just like the number 22 Hillmorton, there are two types: 

 An address bus is used to specify the physical memory location, where the processor 

needs to read and write to in the memory. It sends the address along the bus from 

the cpu to the memory. 

 A data bus is used to transmit the actual data to and from the memory. 

The width of a bus is the capacity of how much data can be transferred at one time, an 8-

bitfffff address bus can locate a maximum of 256 unique locations. 

Computers have internal clocks for synchronising the operation of a digital circuit. The clocks 

produce repeated alternating signals like a metronome. We use the clock speed (Hz) as an 

indicator of a CPU’s Speed.   
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The stored program concept: 
This is the idea that program instructions such as data can be stored in the computers main 

memory. Early computers had their programs built into the control unit of the CPU meaning 

the wiring had to be changed whenever different instructions were being executed. 

Now the cpu extracts the program from the main memory, decodes the instructions then 

executes them. Instead of rewiring, the contents of the memory are changed. 

The fetch, decode and execute cycle: 

The program counter – PC – This stores the memory 

location of the next instruction to be executed. It 

increments after the end of the fetch stage 

Current Instruction Register CIR – this stores instructions 

currently being processed. 

1. Fetch – The cpu receives the address of the next 

instruction to be executed from the program 

counter register, this is then added to the address 

bus which the main memory receives and then 

transfers the instruction in that location via the data bus back to the CPU the 

instruction is stored in the current instruction register (CIR). 

2. Decode – The control unit will make sense of the instruction stored in the CIR 

according to the instruction set. The instruction is decomposed into its individual 

components and based on the appropriate circuitry is prepared for the execution 

stage. 

3. Execute – Here the control unit activates and initiates the processing required by the 

instruction. E.G. if the instruction requires an arithmetic calculation, the control unit will 

activate and transfer data to the ALU and then the output will be stored in a different 

register. 

Assembly code: 
All computer programs are executed as machine code (1s and 0s) by the processor. 

When translated each high-level instruction is split into smaller low-level instructions. Which 

are split into an opcode (or operator which denotes the basic machine operation e.g. ADD) 

and an operand (which is the data) 

Binary numbers are difficult to understand and write 

(which is why we don’t program in machine code), so 

assembly language was created:  

Assembly language code uses mnemonics(MOV or SUB) which are 

short codes representing the instructions (opcode) 

# Refers to immediate addressing, meaning the value following it is the actual data item not 

just a vcalue in a register, called direct addressing. 

 

The actual Mnemonics used and the associated binary codes are unique for each 

processpor. The patterns of 0s and 1s that particular preossor recognises as commadns is its 

instruction set. 

This means that assembly code or mahcine code wirtten for one processor wont work on 

another. 
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Hardware: 
These are the physical items that make up computer systems 

RAM is a form of volatile memory, 

meaning that the data is lost when 

the power is turned off, secondary 

storage is non-volatile because 

data is retained when power is 

turned off. 

E.g. Speaker is an output, a 

memory card would be storage 

and a key board is an input. 

 

Secondary storage devices are persistent stores of data that are not directly connected to 

the CPU: 

Magnetic: 

This storage device uses read and write heads that contain electromagnets. A small part of 

the storage surface is either magnetised (1) or demagnetised (0) and the heads control this 

and read what state they are in. This has a spinning disk inside which rotates under the 

read/write head. This can be quite noisy. They have a large capacity and are cheap to buy, 

they are usually reliable but not very durable. And they are not very portable 1tb 

Optical: 

These disks store binary data using variations of height on the surface, in the form of patterns 

of dots. When light is shined from an optical drive, the light that hits a pit (a dent) reflects 

differently to a land (a flat spot) allowing the drive to detect the differences and read the 

data. The data is written with a laser burning the pits into the medium. They have a small 

capacity, 1gb They are reliable and durable but can easily be damaged. They are also easy 

to transport and carry 

Solid-State: 

This is a form of flash memory that is non-mechanical (unlike magnetic and optical) meaning 

that there are no moving parts. They consist of circuits with complex logic circuits that retain 

data which can then be changed. They have very fast read/write speeds but are expensive. 

They are very reliable as they are non-mechanical. They generally have a smaller capacity 

than magnetic drives. 128gb 

Microcontrollers: 
A microcontroller is a small computer contained on a single chip. They have a cpu, small 

amount of ram and input/output devices. Sometimes they can be programmed using a 

translator – usually an interpreter- built into some ROM, they can control devices and are 

included in lots of everyday embedded devices. 

An actuator is a motor that con move/control a system. 

 

A sensor detects changes to its environment and converts it into an output, ones that detect 

acceleration and light intensity. 
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Logic: 
Boolean algebra is a way of formalising logical relations. 

The idea is that basic logical statements can be evaluated to one of two values True or False. 

Truth tables: 
This is a method of representing every possible result based on inputs in a Boolean expression. 

XOR is exclusively or where one or the other has to take place for y to be 1: 

 

NAND is not and:  

  

  

  

  

  

 

  

A B Y 

0 0 0 

0 1 1 

1 0 1 

1 1 0 

A B Z 

0 0 1 

0 1 1 

1 0 1 

1 1 0 
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Software: 
Software is the program running on a computer system such as the OS or applications 

 

Application software refers to programs that perform a specific task for the benefit of the 

user. E.g. word processing, apps, games etc. 

System software performs tasks needed to operate the software e.g. operating systems, 

game engines, utility programs etc. provide services for other software. 

An operating system OS is the essential software that links hardware and other software 

together and manages the computer, mainstream examples include windows, android and 

Linux 

The operating system: 
It hides the true complexities of the hardware from the user acting as a virtual machine. 

It manages the hardware resources, input/output devices, network users, memory access. 

File management: 

Computers can store date in the form of files, which have a set structure, and a physically 

stored on a disk and presented to the user in different ways depending on the operating 

system. An is maintains records of all files stored in secondary storage like their location and 

which user can access what (file permissions) Files can be grouped in folders fore 

organisations. 

Input/output devices: 

They control how these devices are used by other programs. A device driver tells the 

operating system how to communicate with the device. 

Resource allocation: 

For a program to run, resources need to be allocated to it. The OS needs to ensure that 

enough memory is allocated to each program, so that it can run efficiently, or to provide 

additional data. 

Process Management: 

Resource allocation forms a part of this., A process is a computer program being executed, 

and many programmes can be open and seem to be being processed at the same time. 

In a computer with only one CPU, only one program can be executed at one time, even 

though more than one program can be loaded into memory at a time. To make it appear 

that processes are running simultaneously, the OS must allocate access to resources like the 

processor and peripherals only when they are needed. The CPU is much faster than other 

components meaning that the OS can switch between processes while the peripherals deal 

with outputs of that processing. 

The OS will give higher priorities to some processes than others, and high priority processes 

are given more processing time by the OS 

Network management: 

A network of computer need to have an OS too. These OS might exist in routers or switches 

and they allow an individual computer to share resources. An OS on an individual computer 

still needs to be able to manage users on the network connected to it, and facilitate shared 

access to external resources like printers. 
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Memory Management: 

When the user requests a program to be executed it needs to be loaded into the main 

memory, and the memory management subprograms in the OS first check enough memory 

space is available, if not virtual memory might be used, then allocate a location for the 

program to be moved to. 

User management: 

The OS will maintain a list of usernames and passwords and allow different profiles to be 

created. For a computer system like a mainframe, where multiple users need access to the 

same resources and date at the same time, the OS, must ensure file corruption doesn’t occur 

when files are being changed simultaneously. 

Software models: 
A software model is a computer program designed to simulate aspects of the real world like 

the weather, the economy and nuclear physics. 

To build a software model, you need to work out what connects elements of the real-life 

problem, and make assumptions and simplifications, because it is unlikely to model a 

situation perfectly. 

You need to make the model as accurate as possible but you need calculations to run in a 

reasonable amount of time and not be too simple that results are wrong or misleading. 

Creating software models saves time and money, Tests can be repeatedly run, and factors 

like safety are not issues, such as simulating wars and nuclear reactors.  
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Programming Languages: 
A programming language is a formal constructed language designed to communicate 

instructions to a machine. 

Machine code is the lowest level language, made up of just 0s and 1s. IT is written for specific 

processors. Programming in machine code is impractical, not only because the code is very 

long but errors are difficult to find. But programs written in machine code execute quickly.  It 

is used sometimes in embedded systems which only have one task to do, like bleep when a 

sensor is set off. 

Assembly languages (like little man computer) are also classed as a low level although 

though they are slightly more programmer friendly like ADD MOV INP STA, and are designed 

for programming hardware directly with high control.  Also fast, also used in some 

embedded systems. 

High level programming languages are like ordinary languages meaning they are easier to 

use although they still have a strict syntax. They are portable meaning they can be written on 

one computer and executed on many others. They are designed with usability and simplicity 

in mind than efficiency.  Python, C++ etc. 

Source code is written in the original form of code and hasn’t been translated yet. 

Translators: 
A translator is a program that converts code from high level to machine code. 

To execute code, it needs to be translated to machine code. Two types of high-level 

translators are: 

Compiler – High level to machine – all code in a chunk 

A compiler scans though the whole code and translates it all into object code (a version of 

machine code perhaps with some translator instructions not in the original source code) 

Before = source, after = object. 

After a program has been compiled it can be directly executed by the processor (you can 

create a .exe file) 

Once it has been translated the compiler and source code are no longer needed, and the 

execution is fast because the object code can be executed immediately. However; when 

changes are made to the source code, it needs to be fully complied again, so rapid 

changes when debugging will take a long time. 

Interpreter – High level to machine – one line at a time: 

An interpreter translates a line of code, then immediately executes it so it works line by line 

It may translate to an intermediate for, them execute that, or/and make use of stored pre-

compiled subprograms. 

Program code needs to be translated every time using an interpreter, making it slower than a 

compiler. 

It is more flexible than a compiler and during resting especially it allows you to execute small 

sections of code only.  
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Networks: 

Protocols: 
Computer networks are connections between nodes that allow data, programs, files to be 

exchanged.  Nodes are devices attached to the network 

Networks can be classified in terms of their geographical scale: 

A Local area network (LAN) is a network that connects computers that are close to each 

other, perhaps in the same house or school. (In a Next store, all the tills) 

A wide area network (WAN) is a network over a broader area such as the internet. WANS 

can be made up of individual LANs. (In  Next stores, connected to Head Office) 

A personal area network(PAN) is a network based around one person (often said to be within 

10 metres of the person) for example, a laptop might be connected to a phone and a 

printer all wirelessly. 

A virtual private network(VPN) is a private network (like the internet) IT enables users to 

access the private network as if they were directly connected to it. One use is for employees 

to access a company’s private network from external locations or from individuals wanting to 

hide their browsing from their ISP/local network when streaming illegally. You can also access 

the internet as if at the VPN’s location so you can bypass blocked websites. 

Addressing: 
For a device to be able to connect to a network it needs a network interface card (NIC), this 

is just a circuit board that connects to the motherboard and then the network. 

Mac addresses: 

ALL NICs have a unique 

identifier called a Media 

Access Control (MAC) 

address manufactured into 

them. This means that every 

device on a network has its 

own MAC address, unique 

worldwide. As a result of 

being coded into the hardware, the address can’t be changed. MAC addresses are 6 bytes 

long in hexadecimal. The use of MAC addresses is on LANS(not across the internet as the 

address doesn’t tell yopu where the location of the device is. Addresses like MAC and IP 

addresses are needed to locate nodes uniquely so they can communicate. 

A hostname is a string of characters that uniquely 

identifies a computer(a host is a computer connecded to 

a network wheras a domain name refers to the network.)  
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Protocols: 
This is a set of rules for communication between connected machines. 

In order for a network to work reliably, rules of communication need to be established. There 

are many different manufactures of hardware devices, with different methods of 

transmission, so there need to be accepted standards- these are protocols. 

A network packet is a small amount of data sent over a computer network. When something 

is transmitted over a network, it is broken down into packets to be set. At the final destination, 

the individual packets are reassembled. 

TCP/IP has become the accepted standard for data transmission (it handles the packaging, 

routing and reassembly of the packets). The two core protocols being: 

 TCP – The transmission control protocol provides reliable and ordered transfer 

of data between two devices. 

 IP – Internet protocol specifies the structure of packets and defines 

addressing. 

Packets: 

Sending data using packets is one method of transferring data over networks (TCP/IP is a 

packet switching protocol. No fixed path is created between the communicating devices; 

each packet can take a different route to reach its destination. 

An alternative would be circuit switching where a single circuit is established and a steady 

stream is sent. 

Packet Structure: 

 The header of a packet contains 

information about the data, likeL 

 The packet number (which 

packet it is in a sequence of packets) 

 The MAC and IP address of the 

sender and receiver. 

 Which protocol is being used. 

The body contains the actual data 

being send and the trailer contains a 

checksum 
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Error checking: 

Checksum: 

Communication channels are not reliable and so errors can be introduced during 

transmission. The checksum algorithm works by: adding together all the data being held in 

the packet, it then transmits this value as part of the packet (the checksum) when the 

packet has been received the process can be repeated and then compared, if different 

then the packet is resent. 

Parity Bit: 

Another method of error detection is to use a parity bit, added to the end of the transmission. 

Data is sent as a series of 0s and 1s and the number of 1s can be counted before and after 

to determine the data has been changed.  

 

Even parity means the number of 1s in the transmission are counted, and if there is an odd 

number of 1s, then the parity bit is set to 1 (which makes the number of 1s even. If there is an 

even number if 1s the parity bit will be 0. 

When the data is received, the number of 1s can be counted up again, and compared 

against the parity bit (based on the method of parity checking used.) 

Network media: 
Copper cable – A cable is two or more writes running in parallel in one assembly which 

enables the transfer of signals from one decide to another. Copper is used because of its 

high electrical conductivity. Data is transmitted down these cables through electrical signals. 

Fibre Optic Cable – A fibre optic cable uses pulses of light in a transparent core (made from 

glass) to transmit data. Light s kept in the fibre because it undergoes total internal reflection. 

Wireless – Networks can be established wirelessly through radio waves.  Wi-Fi is a wireless LAN 

(WLAN) based on certain standards 

A wireless access point (WAP) broadcasts this radio signal, which devices detect and join. 
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Network Topology: 
This is the arrangement of the nodes and connections in a network. 

Bus Topology: 

All the clients and servers and resources are 

connected to one medium (the bus) 

When a node communicates the data is 

transmitted down the bus which all devices 

receive, but only the intended recipient accepts 

and processes the message  

Advantages Disadvantages 

Easy to install If the main cable breaks the whole network will go down 

Cheap as it doesn’t 

require much cable 

As more workstations are connected the performance of the 

network will become slower because of data collisions 

Easy to connect 

another computer 

Every workstation on the network sees all the data sent along the 

network which is a potential security risk. 

The ring Topology: 

Each device is connected to two other devices which forms a ring 

for the messages to travel around. The nodes take turns sending 

data, when a message is sent it is sent in one direction and is 

received by each device until the intended recipient receives it.  

Advantages Disadvantages 

Cheap as it doesn’t 

require much cable 

If the main cable breaks the whole network will go down 

Easy to connect 

another computer 

Slower than a star network as it has to pass round the whole circle 

in order to get to the computer behind it. 

No data collisions as 

all data flows in one 

direction 

Every workstation on the network sees all the data sent along the 

network which is a potential security risk. 

Star Topology: 

Most home networks LANS and WLANS use this technology as it has a 

central connection point e.g. a router. 

Each node is linked to the central connection point.  

Advantages Disadvantages 

very reliable – if one cable or device 

fails then all the others will continue to 

work 

expensive to install as this type of network uses the 

most cable (network cable is expensive) 

high performing as no data collisions 

can occur 

extra hardware required (hubs or switches) which 

adds to cost  
if a hub or switch fails all the devices connected 

to it will have no network connection 

 

  



39 
 

The mesh topology: 

Every node is connected to every other node in the network A full mesh 

might be used to provide a backup mechanism if one of the connections 

failed, which would mean that all the devices could still be accessed 

Advantages Disadvantages 

Data can be transmitted from different devices 

simultaneously 

Requires lots of cable and so therefore it 

is expensive 

If one component fails there is always an 

alternative present 

Maintenance is very difficult 

The internet and the Web: 

The internet: 
It is a worldwide connection of networks that uses the internet protocol suit (TCP/IP. The 

internet is a WAN 

The internet is maintained by internet service providers (ISP’s) large organisations providing 

services to access and use the internet. 

 

 

 

 

 

Tier 1 and Tier 2ISPs are 

a network of routers that provide the infrastructure of the internet, which is why they can be 

described as a backbone. The routers serve the purpose for forwarding packets. Each router 

contains a forwarding table that tells it where certain packets should be sent. A home router 

connects a house to an ISP, more powerful routers forward packets along the backbone 

itself. The router uses a destination IP address to identify where to send the packet. The IP 

address identifies a device on a network ad defines where it is located geographically. 

IP Addresses: 
IPv4 addresses are 32 bit numbers allowing it to address 232 

hosts uniquely  IPv6 addresses are 128 bit number allowing it 

to address 2128 hosts uniquely. 

As the internet of things require all sorts of devices needing to 

access the internet IPv4 was exhausted in 2011, but the 

development of the larger capacity IPv6 was started in the 

1990s. 

A static IP address does not change once it is assigned. A dynamic IP address is assigned 

when connecting to a network, so it can change.  IP addresses are not ideal for human use, 

so IP addresses can be mapped to domain names such as www.BBC.co.uk WWW indicates 

the host server for the resource, which doesn’t always need to be typed. .co.uk is the suffix 

that reflects the domains classification, so BBC is a commercial organisation. The 

domainname is the location of the resource on the internet. 
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Client – Server network: 
Every computer system on this network has a role of being a client or a server. A server is a 

provider of a service or resource, a client is a requestor of a service from a server. 

A client establishes a connection with the server of a LAN or WAN e.g. when you connect to 

the internet (WAN) the client is your web browser, when you access a website the site server 

provides the resource which will include the webpage. 

The main advantage to this network in a LAN is that the server can backup and store data 

centrally even though this can be difficult and expensive to run. 

DNS: 
The domain Name System translates a non-user-friendly IP address to its domain name. 

A DNS server contains a database of IP addresses and the corresponding domain name. 

They operate within a client/server network: 

 

 

 

 

 

 

 

 

 

The Web: 
The World Wide Web is a portion of the internet. IT consists of billions of linked Web pages, 

written in HTML, and stored on different Web servers. The internet is the hardware – routers, 

computers, cables etc, and the work wide web is the information stored on the hardware. 

A Uniform Resource Locator (URL) is the full address used to locate and retrieve a web page. 

 

 

 

 

HTTP stands for Hypertext Transfer Protocol and is the set of rules governing how documents 

are transferred between the browsers and Web server. It is assumed to be used even if not in 

the URL. 

HTTPS is the same but with added security, it is used in situations where personal information is 

being exchanged e.g. online banking. It makes use of the protocols that encrypt the data 

and will take more steps than HTTP such as ensuring the web server and client are authentic. 
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HTML: 
HTML stands for hypertext mark-up language 

Hypertext forms the basis of simple web pages, it’s a document linking to other document 

through hyperlinks, because media is no longer just text, hypermedia is used instead. HTML is 

the language used to create a web page. HTML is not a programming language, it is a 

mark-up language, meaning it is used for presentation. 

Web browsers read and interpret the HTML code to present it to the user viewing it. 

The difference between normal text document and a hypertext document is that tags are 

used to describe how the document should be displayed by the browser, what other 

resources like images need to be attached, and which items are hyperlinks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CSS: 
Cascading style sheets are used to describe the 

presentation of aa HTML document, and makes web 

pages more attractive to look at. CSS is a way of 

formatting the HTML document outside the THML code 

stored in a separate .CSS file. This means that you leave 

the HTML code and just change the CSS file when 

changing the design. 

 

 

 

 

Client/server side: 
Usually the client is the web browser, acting on behalf of 

the user. The user gains access to the web sites through the browser stored on the user’s 

computer. 

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjzxNbwuabUAhXBNxQKHUFlA4QQjRwIBw&url=http://computer.howstuffworks.com/html-five3.htm&psig=AFQjCNGw17LrLKrLESI1LWMP0EOyFELgyQ&ust=1496743415550142
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When a web page is loaded, a request is made to the DNS, which translates the URL into an 

IP address. This is then used to contact the web server; the host then serves the web page to 

the browser which is interpreted and displayed on the user’s computer. 

Some processing can be done client side and some can be done server side. 

On the client side Server Side 

The interactive web pages 

are made and things 

happen dynamically 

Permanent storage can be 

accessed such as SQL to 

query databases 

Temporary storage can be 

interacted with like cookies 

User input can be processed 

Programming on the client-

side can be done using 

Java Script, HTML and CSS 

Server-side programming 

languages include C++, 

Java C# 

A script is a set of commands that can be executed without user interaction. 

 

Advantages of client side-processing Advantages of server-side processing 

Reduces the workload of the server which 

can speed it up 

Servers are usually powerful, and so 

processing is faster server side 

Allows more instant responses if inputs can 

be validated by the client, then it saves a 

trip to the server and reduces overall web 

traffic 

No software plugins teed to be installed on 

the user’s computer 

 Any patches or updates only need to be 

applied to the server 

A web cookie is a small piece of data set from a web server and stored in the user’s web 

browser while the user is browsing. Whenever the browser then requests a page again from 

the server the data is sent back. The main purpose of cookies is to identify users and prepare 

customised web pages for them e.g. a cookie might store the items added to a shopping 

basket which saves you redoing it. Tracking cookies store details of individuals browsing 

histories, often used by advertisers to serve relevant adverts. This is why EU websites using 

cookies need to ask for consent. 
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Emerging Trends: 

Quantum Computing: 
This is the development of computers on quantum mechanical principles. Quantum 

computers use quantum bits (qubits), which can either be a 0 or a 1 or both. The property if 

being in both states at the same time is called superposition. Quantum computers could 

massively speed up processing, and could solve problems not currently possible. Modern 

encryption is designed to be just too difficult for a normal computer to break which could 

take years to decrypt. However, quantum computers could solve this efficiently (perhaps in 

seconds) breaking current encryption. A challenge of quantum computing is controlling 

particles and cooling it. 

Advantages Disadvantages 

Much more powerful Hard to control the quantum particles 

Faster Lots of heat – needs to be cooled 180 times 

colder than space (15milikelvin) 

The actual quantum computer itself is very 

small 

Expensive 

Could improve science Difficult to build 

Could be used to calculate calculations 

previously seen as impossible e.g. simulating 

the big bang. 

Not good for conventional tasks such as 

word processing – can be slower at this. 

 Not enough is known about quantum 

mechanics and people don’t know how to 

program it yet and tell it how to execute 

tasks 

DNA Computing: 
This uses DNA material to make processors, rather than silicon which will eventually reach 

their limits of speed and how small they can make silicon chips. 

DNA molecules are what carry our genes, they store biological information about us. Despite 

there being a large supply of silicon, it needs to be highly purified for electronics which is 

expensive. DNA has a large supply so it is relatively cheap. 

DNA computing can be many times smaller than current computers, and much better at 

parallel processing.  

Advantages Disadvantages 

Speed is very fast DNA has a half-life so solutions could 

dissolve away before the end result is found 

Much better at parallel processing During an operation, there is a 95% chance 

the DNA molecule will compute correctly 

Cheaper than silicon This means that there is a large amount of 

error 

Non-toxic material used So, it can’t be used for large operations 

Can have a very large storage and can be 

used to store data as an archive for 

thousands of years 

Sequencing DNA for storage is very 

expensive and time consuming 

 Can take a long time to set up. 
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Artificial Intelligence: 
This is the study of creating machines and software exhibiting signs of intelligence, 

The aim of this field is to build autonomous machines which take in and respond to external 

changes. 

Some modern robots have the ability to learn in a limited capacity, such as mimicking the 

actions of humans. Some AI is built to try and replicate some properties of our brains, like 

Google Deep Mind using neural networks causing them to work differently to normal 

computers. AI systems may be more accurate and can detect and solve problems on their 

own. AI robots can do the boring, repetitive tasks that humans don’t like e.g. painting cars. 

But this causes unemployment. There is a fear that AI could eventually replace humans if 

they become super intelligent where they exceed human capabilities in everything. 

Stephen Hawking: “The development of full artificial intelligence could spell the end of the 

human race. It would take off on its own and re-design itself at an ever-increasing rate. 

Humans who are limited by slow biological evolution, couldn’t compete and would be 

superseded. 

Elon Musk: “AI is the most serious threat to the survival of the human race, there should be 

some regulatory oversight, at an international level so we don’t do something foolish. 

Advantages Disadvantages 

AI reduces the chance of errors being 

made and better accuracy of certain jobs 

is achieved 

High cost for maintenance and repair 

Space exploration – intelligent robots can 

be used to explore space on their own 

whilst surviving the environments of the 

unknown planets 

Ethical issues – is it morally correct to create 

replicas of human beings? 

Intelligent machines can replace jobs that 

humans don’t want to do e.g. build boxes 

Unemployment in some jobs e.g. car 

manufacturing where the building process is 

carried out by robots with some level of AI. 

Don’t require sleep or breaks – improves 

productivity as they can run continuously 

If the control of machines goes into the 

wrong hands it may cause destruction 

Better opponents in computer games – for 

people who like challenges computer AI in 

games could make them more fun 

AI could surpass human intelligence and 

leaving humans to become superseded. 

Could perform dangerous tasks e.g. bomb 

diffusing that saves the lives of humans. 
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Nanotechnology: 
This is the manipulation of matter on a very small scale. Most biological processes occur at 

this nanoscale. Electronic devices use nanomaterials such as transistors that are faster, more 

powerful and more energy efficient. IBM have developed working chips with 7nm long which 

was previously though impossible. Intel can currently fit 1.9 billion transistors on a chip but with 

nanotechnology they could fit 20billion on a single chip. 

Nanotechnology can also be used for storage such as nanodots which is a 50nm magnets 

which work like the platters on a HDD where their polarity can be switched, this increases 

memory density. 

Nano particles can be more toxic, and can be used to create more powerful weapons. 

Advantages  Disadvantages 

Nano-resistors and Nano-diodes allow 

computers to become smaller 

A potential loss of jobs in the farming 

community due to the increase in gm 

food 

Nanotechnology allow batteries, fuel 

cells and solar cells can become smaller 

and more efficient. 

Can crash the value of certain markets 

such as the oil industry as there is a lesser 

demand for non-renewable sources 

Nanotubes and nanoparticles allow the 

manufacturing industry to produce 

smaller and lighter materials which are 

stronger and more durable 

Atomic Weapons can become more 

powerful and more destructive 

Nanotechnology can be used in the 

medical industry to develop smart drugs 

that are more effective and have little 

side effects.  

Very difficult to manufacture 

Nano robots would enable us to develop 

and manufacture Nano-products more 

efficiently. 

It costs a lot to develop 

Issues surrounding computing: 
 Issue 

Ethical Is copying a video stealing 

 Is a victimless crim a crime 

Social Unemployment with AI making jobs 

obsolete 

 Online behaviour such as bullying and child 

predators 

 Freedom of speech – should people be 

able to say what they want. 

Environmental Resource Depletion such as copper, gold 

and silver 

 Landfill – recycling computers can be 

difficult and many parts are toxic 

Legal Fraud 

 Scammers 

 Criminal activity such as ransom-ware (used 

recently in hospitals) 

 Should there be an internet police or the 

freedom of speech? 
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Ownership issues: 
Intellectual property refers to creations of the mind like art inventions and slogan. This is 

protected under law through copyright and trademarks and patents. 

A patent gives an inventor the right to stop other people from making or using their invention. 

It protects how the invention works or what it does by legally allowing the inventor to 

excluding other from selling their work. Computer programs usually can’t be patented. 

Copyright, designs and patients Act 1988: 
A copyright is the legal ownership allying to intellectual property like music and films and also 

software and internet content. This protects the intellectual property rights of individuals and 

organisations, it makes it illegal to copy, modify or distribute software or other IP without 

permission. It is also illegal to download IP like music or films without the permission of the 

copyright holder. Most commercial software comes with a license agreement which says 

how the buyer may use the product and a license key is often required to access the 

software. 

A software license provides a user with either -paper based or digital proof they have a right 

to sue the software. Software is protected by copyright unless it has been made available in 

the public domain. You have to agree to a license if you pay for software or free software. 

Commercial software is produced for sale can be proprietary or open source software. 

Proprietary Software: 

This is software licensed under strict conditions, this prevents you from changing or selling the 

software. The source code is not available, it has already been compiled to machine code. 

Open source software: 

Open source software has the source code publicly available. Its license will allow the user to 

study and distribute the software. As it is publicly available open source software is often free. 

E.g. Linux and android. 

Computer Misuse Act (1990): 
This act makes it a criminal offence to make any unauthorised access to computer material 

with the intent to commit further crimes e.g. theft or blackmail or the intent to impair the 

operation of the computer e.g. distributing viruses. 

It’s aimed at people called hackers who illegally break into computer systems. 

Health and safety at Work Act (1974): 
This sets out the general rules and duties which employers have towards employees and 

members of the public, and employees have themselves and to each other. Employers need 

to ensure systems work safely without a risk to the user’s health. Testing needs to be done to 

ensure safety e.g. PAT testing. People using the equipment need to have adequate 

information about how to use it safely and when it has been tested. 
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The EU cookie Law: 
A cookie is a small piece of data sent from a Web server and stored in the user’s web 

browser while the user is browsing. The EU created the EU cookie law which requires web sites 

to get consent from users visiting their website for them to use cookies to store or retrieve 

data about them, it gives people the right to refuse the use of cookies about them. 

Data protection Act (1998) 
The purpose of this act is to regulate the processing information relating to individuals 

including the obtaining, holding, use or disclosure of such information. It creates rights for 

people that have data stored about them elsewhere, such as viewing the data stored about 

the, requesting that any incorrect data be corrected and requiring data about them isn’t 

going to be used for direct marketing e.g. cold calls. 

The main principles in the Data Protection Act: 

 Data should be processed fairly and lawfully 

 Personal data should be accurate and where necessary be kept up-to-date 

 You have the right to access data kept about them and check and update it if 

necessary 

 The data should be stored security and need encryption to stop other people from 

looking at it. 

 The data can’t be transferred to a country or territory outside the EU unless that 

country ensures an adequate level or protection. 

Exemptions include data processing for: 

 National security (MI5) 

 Crime and taxation (Customs and excise) 

 Domestic purposes (any data used solely for a household like a phone book.) 


